NHOOPMAILIMOHHAA HAMATKAIJIA OBYYAIKOLHIUXCA  JIA
PASMEHIEHUA HA OOUILHUAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOAOM MOJOJIEKU B MHTEPHETE CTAHOBUTHCSA OOJIbIIE, a MIKOJIbHUKH
OIHM W3 CaMbIX AaKTHUBHBIX IMOJb30BaTened Pynera. Mexny TteMm, HOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEH, HHTEpPHET HECeT W MpoOJjeMbl. ITa
naMsATKa JI0J>KHA MOMOYb Tebe 6e301acHO HaXOUThCS B CETH.

Komnviomepnvie eupycoi.

KoMmnbroTepHblld  BHpPYC -3TO Pa3HOBUJHOCTh KOMIBIOTEPHBIX MPOrpaMM,
OTJIUYUTENIbHON 0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CIOCOOHOCTh K Pa3MHOXKEHHUIO.
B nononHeHue K 3TOMyY, BUPYChI MOT'YT HOBPEAUTH WU MOJIHOCTHIO YHUUYTOXKUTH
Bce (pailyibl U JaHHBIE, MTOJKOHTPOJIbHBIE M0JIb30BATEII0, OT UMEHH KOTOPOTo ObLia
3amyIleHa 3apa)K€HHas NporpamMMma, a TakXKe MOBPEAUTh WM J1aK€ YHUUYTOKHUTH
ONEpAllMOHHYI0 CUCTEMY CO BceMHU (aiiamu B 1e’doM. B OONBIIMHCTBE ClydaeB
PacCIpOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

Memoowl 3auumsi 0m 6peodOHOCHbIX NPOCPAMM.

1. Hcnonp3yli COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, MUMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. TlocrosHHO ycTaHaBiauBai@ mnaryd (UMQPpPOBBIE  3aIUIATKH, KOTOpbIE
aBTOMATUYECKH YCTAHABIMBAIOTCSA C LEIBI0 JOPAaOOTKM MPOrpaMMbl) U ApPyrue
OOHOBJIEHUSI CBOEW omnepaMoHHOW cuctembl. CkauMBail HUX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Eciu  cymectByer — pexum
aBTOMAaTHUYECKOr0 OOHOBJIEHUS, BKIIOUHU €T0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpE TIOJl MpaBaMH IIOJIb30BaTeNsd, a He
aIMUHUCTPATOpa. IDTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIUPOBATHCA HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonp3yii  aHTHUBUPYCHBIE  MPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MIPOU3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpannub (pU3NYECKUHN JOCTY K KOMIIbIOTEPY AJI IOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHEUIHUE HOCUTENW WH(GOpPMALUU, Takue Kak QIelika, AUCK WIH
(aiin U3 HHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He orTkpbiBaii KOMIbIOTEpHbIE (alibl, TOJYYEHHbIE U3 HEHAACKHBIX
UCTOYHUKOB. Jlaxke Te (ailnibl, KOTOpbIE MpUCIan TBOM 3HaKOMBIN. Jlydiie yrouHu
y HEro, OTIPABIISUI JIU OH TeOe uX.

Cetu WI-FI, Wi-Fi -3T0 He BU niepejauu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIIh
Openn, Mapka. Eme B 1991 romy HuzepnaHiackasi KOMIIAHMS 3aperucTpupoBaia
opeun "WECA", uro o6o3Hauano cioBocoueranue "WirelessFidelity", koTopsiii
MePEeBOUTCSA Kak "OeCcrpoBOAHAS TOYHOCTh".

Jlo Hamiero BpeMeHHU Jaouuia Apyras adOpeBuatypa, KOTopas SIBISETCS TaKOW ke
TexHosioruent. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO

JaHO C HAMEKOM Ha cTaHJapT Bbicuied 3BykoBou TexHuku Hi-Fi, uto B mepeBoje
o3HavaeT "BbICOKas TOYHOCTH".Jla, OGecrnaTHbBI MHTEPHET-IOCTYI B Kade, oTensix
U a’poropTrax SBIAETCS OTIMYHOM BO3MOXKHOCTBIO BbIXOJa B uHTepHET. Ho
MHOTHE 3KCIEpPThl CUUTAIOT, 4TO oOmenoctynueie Wi-Fi cetn He sBIAIOTCS
0e30MacHBIMHU.



Cosemvl no bezonachocmu pabomul 8 0owedocmynnvix cemsax Wi-fi:

1. He nepenasaii cBoto auuHyt0 HHGopMaluio yepe3 odmenoctynubie Wi-Fi cetu.
PaGoTast B HUX, >KeJaTeIbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEpA;

2. Ucnionb3yit u 0OHOBIISIA aHTUBUPYCHBIE POTPaMMBI U OpanamMayep. TeM caMbIM
ThI 00€30MacuiIb cedsl OT 3aKaYKU BUpYca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmoun ynkiuio "OOumit qoctyn k ¢daitnam u
npuHtepaMm". JlanHas ¢GyHKUMS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BaTeNId aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yuele;
4. He ucnonw3yit myonuunsii WI-FI myis mepenaun AMUHBIX JaHHBIX, HApUMeEp
IUIS1 BBIXOJIA B COLMAIIBHBIE CETH WIIH B DJIEKTPOHHYIO NIOUTY;

5. Mcnonp3yit ToJbKO 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoaAM uMeHHO "https:/";

6. B wmoOunsHOM Tenedone otkmoun ¢(ynkuuto "llonkmrouenne k  Wi-Fi
aproMarnuecku". He momyckail aBTOMaTHYECKOTO MOAKIIOUYEHUS YCTPOMCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

Coyuanvhvie cemu.

ConuanbHble CETH aKTUBHO BXOJST B HAlly >KU3Hb, MHOTHE JIOAU pabOTarOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAP] YEIOBEK,
YTO SIBJISIETCA OJTHOM CEIbMOW BCEX JKUTEJEH IJIaHEThl. MHOTHE 1OJIb30BATEIN HE
MOHUMAIOT, YTO MH(pOpMalMs, pa3MelleHHass UMH B COIIMAIbHBIX CETSAX, MOXKET
ObITh HalJIeHA W UCIOJIb30BaHa KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNIbHO C
0JIaruMu HaMEpPEHUSIMHU.

OcHosHble cogembl no 6€30NACHOCU 8 COYUATILHBIX CEMAX:

1. Orpanuyb cnucok Apy3ei. Y TeOs B ApY3bsX HE JIOJDKHO OBITh CIydyaWHBIX U
HE3HAKOMBIX JIFOAEH;

2. 3amwmiiail cBO yacTHYI Xu3Hb. He ykaswiBail maponu, TenedoHbI, ajapeca,
JaTy TBOETO POXICHHUS U JAPYTyl JUYHYI0 HHGOOpManuio. 3I0yMbIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jaxe HWHGOpPMAIMI0O O TOM, KaK Thl MU TBOU POAMUTENU
IJIAHUPYETE NPOBECTH KAHUKYIIBI;

3. 3ammuniail cBOK pemnyTalnuio -AepKW €€ B YMCTOTE M 3ajaBail cebe BoIpoc:
XoTea Obl Thl, YTOOBI ApPyrve IMOJb30BATEIN BHJIETU, YTO Thl 3arpyskaeub?
[lonymaii, mpexJie 4eM 4To-TO ONyOJIMKOBATh, HAMUCATh U 3arPy3UTh;

4. Ecnu Tbl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HACIb, HE HCHOJB3YH CBOE
peanbHOE UMS U JIPYTyI0 JUYHYIO UH(OPMALUU: UMsI, MECTO KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. Us6erait pasmenienus ¢ortorpaduit B MuTepHeTe, riae Thl H300pa)keH Ha
MECTHOCTH, 110 KOTOPOM MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu perucrtpauuu B COLMAIBHON CETH HEOOXOIUMO HCIOJB30BATh CIOMXKHBIE
MapoJI, COCTOSIINE U3 OYKB U IIUGP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. s coumanbHOW CETH, MOYTHl U JIPYTUX CAWTOB HEOOXOAMMO HCHOJIb30BATh
paszHble maposid. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TOJy4YaT
JOCTYTI TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.



OnekmponHbvle OeHbU.

DONEeKTpOHHbIE JEHBI'M -3TO OYeHb YJIOOHBIA CIMOCOO IUIaTeXeW, OJHAKO
CYILECTBYIOT MOUIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TU JECHBIU.

DNEeKTpPOHHBIE JI€HBI'M MOSBWIMNCh COBCEM HENABHO M HMMEHHO HM3-3a 3TOrO0 BO
MHOTMX FOCYIapCTBax /10 CUX NOP HE MPONHUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIMOHUPYIOT U O HUX YK€ MPONMUCAHO B 3aKOHE, IJie UX
pa3IesAoT Ha HECKOJBKO BUJOB -aHOHHMHBIE U HE aHOHUMHBIE. PazHuLa B TOM,
YTO AHOHUMHBIE -3TO T€, B KOTOPBIX pa3pelmaercs NIPOBOAWTH ONEpaLUU
O0e3ugeHTUGUKALIMK ~ T0JIb30BaTENsl, a B  HEAHOHHUMHBIX HJIACHTH(PUKALUS
noJib30BaTelNs sBIsAeTCs o0s3arenbHO. Takxke cieayer pa3iaudarh 3JIEKTPOHHbBIE
¢uatHpie gaeHbrM (paBHBI TOCYJApPCTBEHHBIM BaJOTaM) M JJIEKTPOHHBIE
He(duaTHbIE IeHbIU (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

Ocnognvie cogemul no 6e30nacHou pabome ¢ I1eKMPOHHLIMU OEHb2AMU.:

1. IlpuBsixu K cuery MOOWIbHBIA Tene@oH. DTO camblii yIOOHBIA U OBICTPHIN
Ccroco0 BOCCTaHOBHUThH JOCTYN K cuery. llpuBsizanHblii TenedOoH MOMOXKET, €CIH
3a0yzenib CBOM IJIATEXXHBIA Mapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonp3yit onHopa3zoBble maposnd. llocne mnepexola Ha YCHIEHHYIO
aBTOopu3alMio Tebe yxke He OyneT yrpokaTh OMNAaCHOCTh KPakKH WM IepexBaTa
IJIATEKHOTO MapoJIs;

3. BeiOepu cnoxxnbii maposb. [IpectynHukam OyneT He MPOCTO YrajaTh CIOXKHBIH
napoiib. HajesxHple mapoiii -3T0 napoJik, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0S CTPOYHBIE U MIPOIMHUCHBIE OYKBBI, HIU(PPHI 1 HECKOJIBKO CUMBOJIOB,
TakMe Kak 3HaK Jjojuiapa, ¢yHTa, BOCKIMIATENbHBIM 3HAaK U T.n. Hampuwmep,
$tROng!;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CAliTaXx, KOTOPBIM HE JI0BEPSACILIb.
DNeKmpoHHaAs nouma.

DNEeKTpOHHAsl MOYTa -3TO TEXHOJOTHS W NPEAOCTABISIEMBIE €0 YCIYyTH IO
MEPECHIIKE U MOIYUYEHHUIO JIEKTPOHHBIX COOOLIEHUHN, KOTOPhIE paclpeAeIsitoTcs B
KOMIIbIOTEpHON ceTH. OOBIYHO JJIEKTPOHHBIA TMOYTOBBIM SIUIUK BBITJSIUT
CJIeIYIOIIMM 00pa3oM: UMs MOJIb30BaTeNs (@ UM 1oMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (pailiibl.

OcHogHble cogembl no He30NACHOL pabome ¢ INeKMPOHHOU NOYMOLL:

1. Hago BeIOpaTh MpaBWIIbHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle TOBEPSITH TEM, KOTO
3HACIIb U KTO IIEPBbIN B PEUTHUHIE;

2. He yka3piBail B JMYHOM mouTe JMYHYIO HHGpopmaruio. Hanpumep, nydine
BbIOpaTh "My3bIKanbHbINA paHaT@" unu "pok2013" BmecTo "Temal3";

3. Ucnonp3yil ABYXA3TAlHYI0 aBTOPU3ALUIO. JTO KOTAa MOMHUMO MapoJisi HY>KHO
BBOJIMTH KOJI, MPUChUIaeMbIi 10 SMS;

4. Beibepu CIOKHBIN Mapotib. JJis KaXk10ro MOYTOBOIO SIIMKA JTIOJKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Eciii ecTh BO3MOXKHOCTh HAalmcaTb CAMOMY CBOM JIMYHBIN BOINPOC, UCMOJB3Yi
3Ty BO3MOXHOCTB;



6. Ucnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIid 17151 YaCTHON MEPENHUCKU C
aJpecataMi, KOTOPHIM Tbl JOBEpsAClIb. IJTO DSJIEKTPOHHBIM ajapec HE HaIo
MCIIOJIb30BaTh IPU pErucTpaluu Ha popyMax u cailTax;

7. He otkpbIiBail ¢aiiabl U Apyrue BIOKEHHS B MHUCbMaX, JaKe €CIM OHU MPUILTH
OT TBOUX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (hailibl;

8. Ilocne oxoH4aHus pabOTHI HA MOYTOBOM CEPBUCE MEPE 3aKPBHITUEM BKIIAJIKH C
caiiToM He 3a0yIb HaxXaTh Ha "BeiiiTi".

Kubepbynnune unu eupmyanvroe uzoesamenbcmeoKubepbyniune -npecieoBaHue
COOOIICHUSIMHU,  COJEP)KAIMMU  OCKOpPOJICHHs,  arpeccuio,  3allyrMBaHUE;
XYJIUTAHCTBO; COLMAJIbHOE OOWKOTHPOBAaHUE C MOMOILIBIO PA3IMUYHBIX HUHTEPHET-
CEPBHCOB.

OcHogHble cogembl N0 OHopvbe ¢ KUOEePOYIIUHOM:

1. He 6pocaiics B 6oi. JIyummuii crioco0: MOoCOBETOBAThCS KaK ce0sl BECTH U, €CIIU
HET TOro, K KOMY MOXHO 00paTUThCS, TO BHAYaJIe YCIOKOUThCS. ECiin Thl HaUHENb
OTBEUYaTh OCKOPOJICHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €lle OOJbIle Pa30KKellb
KOH(DJTUKT;

2. Yupasnsii cBoel kubeppenyTranuei;

3. AHOHMUMHOCTbH B ceTH MHHMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUW o00pa3 BHUpPTyalbHOW >ku3HU. HWHTEpHeT
(GuKcUpyeT Bce TBOM JEHCTBUS W COXpaHIET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPyIHUTEIBHO;

5. Co6nronail cBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit equnnunbld HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE COOOIIEHUS
Jyuiie UrHopupoBath. OOBIUHO arpeccus MpekpamiaeTcs: Ha HayajdbHOUM CTaluu;

7. ban arpeccopa. B mporpamMmmax oOMEHa MTIHOBEHHBIMH COOOIICHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKH COOOIIEHHUH C
OTIpEJICIICHHBIX a/IPECOB;

8. Eciu Thl cBuperens kubepOyinuHra. TBou JeHCTBUSA: BBICTYNUTH IPOTHUB
npeciieoBaTeNsl, MoKa3aTh €My, YTO €ro ACHCTBUS OIIEHUBAIOTCS HETaTHUBHO,
NnojJiepKaTh KEPTBY, KOTOPOM HY>KHA IICUXOJOTMYECKas MOMOIIb, COOOLIUTH
B3pPOCIIBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

Mobunvuuiii meneghon.

CoBpemenHble cMapThOHBI U IUIAHUIETHI COAEpXKAT B ceOe BIOJHE B3POCIBI
(GyHKUMOHAN, W Temepb OHU MOTYT KOHKYpHUpPOBaTh CO CTAallMOHAPHBIMU
KoMIibtoTepamMu. OgHAKO, CPEACTB 3aIIUTHI IJIs TOJJOOHBIX YCTPONCTB MOKA OYEHB
Majno. TecTupoBaHWE€ U TOUCKYS3BUMOCTEH B HHUX [MPOUCXOAUT HE TakK
uHTeHCUBHO, Kak i IIK, To ke camoe KkacaeTcsi UM  MOOWJIBHBIX
npuioxeHnil. CoBpeMeHHble MOOWJIbHBIE Opay3epbl Y€ MPaKTHYECKH JOTHAJIu
HACTOJIbHBIE aHAJOrH, OJHAKO pacliupeHue (yHKIMOHAna BIeYeT 3a coOOoM
OOJIBIIYIO CIOXKHOCTh U MEHBIIYIO 3alIMIIEHHOCTh. J[ajleKko He BCe MPOU3BOIUTENH
BBINTYCKAIOT OOHOBJIEHMS, 3aKPBIBAIOIINE KPUTUYECKHE YSI3BHUMOCTU JUJISi CBOMX
ycTpoiicTB.OCHOBHBIE COBETHI ISl 0€30MacHOCTH MOOWIbHOrO Tenedona:Huyero
HE SBJISETCS MO-HACTOoseMy OecIulaTHbIM. bynb ocTOpokeH, Belb korja tele
npeajaratoT OecriaTHbId KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO MJIATHbBIE



yenyru;Jlymait, mpexe yem otnpaButh SMS, ¢poto unu Buneo. Tl TOUHO 3HACIIID,
rae oHu Oyayr B KoHeyHoM wuTore?HeoO0xoammo OOHOBISTH ONEpalMOHHYIO
CUCTEMY TBOEro cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI 1J1sI MOOMIIBHBIX Telle(POHOB;

He 3arpyxail npuiiokeHUsT OT HEHU3BECTHOTO HWCTOYHHMKA, BEIb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeUeHHE;

[Tocne Toro Kak Thl BBIAEUIL C CaiiTa, IJ1€ BBOAWI JIMYHYIO HH(OpMaIIo, 3aiiiu B
HacTpoiiku Opay3epa U yaanu cookies;

[lepronuyecku mpoBepsil, Kakue IUIATHBIE YCIYTM AKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOMi HOMEP MOOMIBLHOTO TenedoHa TOJIBKO JIOSIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpsICIIb;

Bluetooth nomxen ObITh BBIKIIOUEH, KOTAa Thl UM He MoJib3yelbed. He 3a0biBait
MHOT]Ia TPOBEPATH ITO.

Online uepwi.

CoBpeMeHHbIE OHJIAMH-UTPBI -3TO KPACOYHBIE, 3aXBaTHIBAIOIIME pPA3BICUYCHMUS,
OOBEUHSIONINE COTHH THICAY YeJIOBEK Mo BcemMy wmupy. Urpoku wuccienyror
JaHHBIA UM MUp, OOIIAIOTCS APYT C APYTOM, BBINOJHSIOT 3aJaHUSI, CPAKAIOTCS C
MOHCTPaMH U MOJYYaloT ONBIT. 32 YJAOBOJIbCTBHE OHHU IUIATSAT: MOKYMAIOT AMCK,
OIJIaYMBalOT a0OOHEMEHT WJIU NMpUOOpeTaroT Kakue-To omniuu.Bce 3Tu cpeactna
UAyT Ha TOJJEp)KaHWE M Pa3BUTHE HUIPHI, a TaKKe HAa camy O€30MaCHOCTH:
COBEPILIEHCTBYIOTCS CUCTEMBbl aBTOPMU3AllMU, BBITYCKAIOTCS HOBBIE MAT4H
(uudpoBble 3amIaTKU A MpPOrpamM), 3aKphIBAIOTCA YSA3BUMOCTH cepBepoB.B
MOI00HBIX UTPAX CTOUT OMACATHCS HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXu
TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHUCTEMa aBTOPU3alUU OOJIBIIUHCTBA UTP.
OcHnognvie cogemul no 6€30nacHOCMU MBOE20 USPOBO20 AKKAYHMA:

1. Ecnu ppyroiiurpok Benmer ceOs IUIOXO MM cO3/1aeT TeOe HENpPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss aAMUHUCTpATOpaM HWIPbl HAa IUIOXO€ IMOBEJIEHHUE 3TOr0 HIPOKa,
KeJaTeJIbHO MPUIIOKUTh KaKUe-TO J10Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3biBaii TuuHy0 HHpOpMalKio B mpodaiisie urpsr;

4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBail HeouiranibHble TATYM U MOJIbI;

6. Mcnonp3yil CIOXKHBIE U Pa3HbIE MTapOJIH;

7. Jaxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC.

[Toka TBI UTpaeIb, TBOH KOMIBIOTEP MOTYT 3apa3uTh. DUITMHT WIIH KpaXka JIMYHBIX
naHHbIX. OOBIYHOM Kpa)ked JeHer U JOKYMEHTOB CETOAHS Y€ HHUKOro He
yOUBUIIb, HO C  Pa3BUTHEM  HWHTCPHET-TEXHOJOTHUH  3II0YMBINIJICHHUKH
MEePEeMECTIIINCH B UHTEPHET, U NPOJOJIKAIOT 3aHUMAaThes "moOumbiM" nenom. Tak
MOSIBUJIACh HOBas yrpo3a:MHTEPHET-MOIICHHUYECTBA WM (DUILMHT, TJIaBHAs LETb
KOTOPOTO COCTOMT B MOJIYYeHUH KOH(UICHIMAIBHBIX JTAHHBIX MOJb30BaTENeh -
JoruHOB U maposieil. Ha anrnuiickom s3eike phishing unrtaercs xak GuUIIUHT (OT
fishing -priOHas noBs, password -naposs).



OcHogHble cogembl no bopvbe ¢ huuuneom:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOsSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBAaTh €€ M COOOUIUTH aJMUHHUCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YHCIE, UHTEPHET — MarasmHOBHU
MOMCKOBBIX CUCTEM;

3. Vcnonw3y#t crnoskHble U pa3Hble napoiu. Takum oOpa3om, eciu Te0s B3JI0MAIoT,
TO 3JI0YMBIIIJIEHHUKH MOTY4YaT JOCTYH TOJIBKO K OAHOMY TBOEMY MPOGUIIO B CETH,
a He KO BCEM;

4. Ecnu 1e0s B3lOMaiu, TO HEOOXOJIMMO NPENyNpeauTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBieHbl y T€0d B JIPY3bsX, O TOM, YTO T€Os B3JIOMaJd M, BO3MOXKHO,
OT TBOETrO UMEHHU OYyZIeT pacchlIaThCs CllaM U CChUIKM Ha (PMITMHTOBBIE CaNThI;

5. YcranoBu HazaexHbli napons (PIN) Ha MoOubHbI Tenedon;

6. OTKIIIOUM coXpaHEHue napods B Opaysepe;

7. He otkpbIiBail ¢aiiibl U Apyrue BIOKEHHS B MHUCbMaX, JaKe €CIM OHU MPUILLIH
OT TBOUX Jpy3eil. Jlydiie yTOYHM Yy HHX, OTHPABISIM JU OHH Tebe ITH
daitnel. [ Jugposas penymayusi.

[udposas pemyTtauus -3TO HEraTHUBHAs WM MO3UTHBHAs MHGOPMALMS B CETH O
tebe. Kommpomerupyromas uHpopMalus, pa3MelleHHass B HMHTEPHETE, MOXKET
CEepbEe3HBIM 00pa3oM OTpa3UThcs Ha TBOeH peanbHOUW >ku3HU. "Lludposas
penyTtanus" -3TO TBOW UMUK, KOTOPBI opmupyetcs: u3 uHdopmainuu o tede B
uHTepHeTe. TBoe MeCTO KHUTENbCTBA, Y4eObl, TBOE€ (PUHAHCOBOE IMOJIOKEHUE,
OCOOEHHOCTH XapakTepa M paccka3dbl O OJM3KHX -BCE 3TO HAKAIUIMBAETCS B
ceTu.MHOrue MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKAlUu JIMYHOU
uHpopmaiuu B MHTepHeTe, HE MOHUMAasE BO3MOXKHBIX MOciencTBU. Thl qaxe He
CMOJKEIlb JorajaThCsi 0 TOM, 4TO (oTorpadus, pa3MelleHHas 5 JeT Ha3ald, craja
MPUYMHON OTKa3a MPUHATH TeOs Ha padory.KommeHTapuu, pa3menieHHUE TBOUX
dboTorpaduit u npyrue 1eUCTBHUS MOTYT HE UCUE3HYTh JIaXKe MOCIIe TOT0, KaK Thl UX
ynanuiib. Thl HE 3HAENIb, KTO COXpaHWJI 3Ty WMH(GOpMAIMIO, Momaja Jd OHA B
MOMCKOBBIE CHUCTEMbI M COXpPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOJyMaroT o Tebe
OKpYXalollue JII0AH, KOTOpble HAWAYT U yBUAAT 3T0. HaliTu nHpopmanuo MHOTO
JIET CIIYCTSI CMOKET JII000M -Kak M3 J00pBIX MOOYXAEHUH, TaK U C HAMEpPEHUEM
MPUYUHUTD BpeJ. ITO MOXKET OBITh KTO YTOIHO.

OcHnognvie cogemul no 3awume Yyugposou penymayuu.

1. [Togymait, npexe yeM 4To-TO MyOIMKOBATh U NepeaaBaTh y ce0s B OJjore win B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uisi yCTaHOBU OrpaHUYEHUsI HA MPOCMOTP TBOETO MPOpuUIIs
U €ro COJEPHKUMOro, clIeJal ero ToabKo "mis apy3en";

3. He pa3memaii u He ykaspiBall HH(}OpMaIUIO, KOTOPAsMOXET KOro-JInbo
OCKOPOJIATH WIJIK OOMXKATh.

Aemopckoe npaso.

CoBpeMeHHbIE IIKOJIBHUKH -aKTHUBHBIE MOJb30BaTENN U(GPOBOr0 MPOCTPAHCTBA.
OpHako fgalleko He BCE 3HAIOT, YTO IMOJb30BAHWE MHOTMMH BO3MOXHOCTAMHU
muppoBoro Mupa TpeOyeT COOJMIOJEHUS MpaB Ha HHTEIUIEKTYyaJbHYIO



coOCTBeHHOCTh. TepMUH  "MHTEIJIEKTyaldbHasi COOCTBEHHOCTb"' OTHOCUTCS K
pa3IUYHBIM TBOPEHHUSAM YEJIOBEYECKOIO yMa, HauWHas C HOBBIX M300pETEHUN U
3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTd, U 3aKaHUMUBas
KHUTAMU, doTorpadusmu, KMUHO(pHIIbMaMH 17} MY3bIKaJIbHBIMHU
MPOU3BENCHUSAMU.ABTOPCKHE MpaBa -3TO INpaBa HAa  HMHTEJUIEKTYaJlbHYIO
COOCTBEHHOCTh Ha MPOU3BENICHUS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOpPCKHE
npaBa BBICTYIIAIOT B KaueCcTBE rapaHTuu TOTO, YTO
MHTEJUIEKTYaJbHBIN/TBOPUECKUI Tpyd aBTOpa HEe OyJeT HampacHbIM, JaCT €My
CIpaBeJIMBbIE BOBMOXHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPY/a, OJYUYUTh
M3BECTHOCTh W Tnpu3HaHue. Hwukro 0e3 paspemieHuss aBTOpa HE MOXKET
BOCIIPOU3BOJINTh €ro MIPOU3BE/ICHUE, pPacIpOCTpPAHSITH, nyOJIUYHO
JE€MOHCTPUPOBATh, MpOJlaBaTh, WUMIIOPTHUPOBATH, MYyCKaTh B MPOKAT, MYOIHMYHO
UCIIOJIHATh,  TOKa3bIBaTh/UCIONHATE B dQuUpe  WIA  pa3Melarb B
Wnrepnere.lcnonp3oBanue "mupaTckoro" MNporpaMMHOIO OOECHEUEeHHS] MOMKET
MPUBECTM K MHOTMM pHUCKaM: OT NOTEPU JAHHBIX K TBOUM aKKAayHTaMm Ji0
OJIOKUPOBKH TBOETO YCTPOICTBA, Ile YCTaHOBJIEHa HeJerajibHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYILIECTBYIOT JIeTalbHbIE U OECIIaTHBIE MPOTPaAMMBI,
KOTOPBIE MOKHO HAaliTH B CETH.

O nopmaze.

CereBu4yok.P® -TBOI riaBHBIM COBETUYMK B CETU. 3[€Ch Thl MOJKEIIb y3HATh O
0€30MacHOCTH  CETU MOHATHBIM M JOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHHUHU
KPUTUYECKON CUTyalluu OOpAaTUTHCS 3a COBETOM. A TaKXe MPUHATH ydacTue B
KOHKYpCaXx U CTaTh CaMbIM IIU(GPOBBIM IPAKTIAHUHOM.



